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Paladin Blockchain Security

Disclaimer
Paladin Blockchain Security (“Paladin”) has conducted an independent audit to verify the integrity
of and highlight any vulnerabilities or errors, intentional or unintentional, that may be present in
the codes that were provided for the scope of this audit. This audit report does not constitute
agreement, acceptance or advocation for the Project that was audited, and users relying on this
audit report should not consider this as having any merit for nancial advice in any shape, form or
nature. The contracts audited do not account for any economic developments that may be pursued
by the Project in question, and that the veracity of the ndings thus presented in this report relate
solely to the pro ciency, competence, aptitude and discretion of our independent auditors, who
make no guarantees nor assurance that the contracts are completely free of exploits, bugs,
vulnerabilities or deprecation of technologies. Further, this audit report shall not be disclosed nor
transmitted to any persons or parties on any objective, goal or justi cation without due written
assent, acquiescence or approval by Paladin.
All information provided in this report does not constitute nancial or investment advice, nor
should it be used to signal that any persons reading this report should invest their funds without
su cient individual due diligence regardless of the ndings presented in this report. Information is
provided ‘as is’, and Paladin is under no covenant to the completeness, accuracy or solidity of the
contracts audited. In no event will Paladin or its partners, employees, agents or parties related to
the provision of this audit report be liable to any parties for, or lack thereof, decisions and/or
actions with regards to the information provided in this audit report.
Cryptocurrencies and any technologies by extension directly or indirectly related to
cryptocurrencies are highly volatile and speculative by nature. All reasonable due diligence and
safeguards may yet be insu cient, and users should exercise considerable caution when
participating in any shape or form in this nascent industry.
The audit report has made all reasonable attempts to provide clear and articulate
recommendations to the Project team with respect to the recti cation, amendment and/or revision
of any highlighted issues, vulnerabilities or exploits within the contracts provided. It is the sole
responsibility of the Project team to su ciently test and perform checks, ensuring that the
contracts are functioning as intended, speci cally that the functions therein contained within said
contracts have the desired intended e ects, functionalities and outcomes of the Project team.
Paladin retains full rights over all intellectual property (including expertise and new attack or
exploit vectors) discovered during the audit process. Paladin is therefore allowed and expected to
re-use this knowledge in subsequent audits and to inform existing projects that may have similar
vulnerabilities. Paladin may, at its discretion, claim bug bounties from third-parties while doing so.
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1

Overview

This report has been prepared for Space Mis t’s staking contracts on the BNB
Smart Chain. Paladin provides a user-centred examination of the smart contracts to
look for vulnerabilities, logic errors or other issues from both an internal and
external perspective.

1.1

Summar

Project Name

Space Mis ts (Staking contracts)

URL

https://spacemis ts.com/

Platform

BNB Smart Chain

Language

Solidity

1.2

Contracts Assessed
Live Code
Match

Name

Contract

MasterChef

Masterchef.sol

Supply

Supply.sol
X.sol
Y.sol

X, Y, Z

Z.sol

fi

Paladin Blockchain Security
y

fi

fi

Page 4 of 27

Findin s Summar

Severity

Found

Resolved

Partially
Resolved

High

2

2

-

-

Medium

0

-

-

-

Low

3

2

1

-

Informational

19

16

-

3

24

20

1

3

Total

Acknowledged
(no change made)

Classi cation of Issues
Severity

Description

High

Exploits, vulnerabilities or errors that will certainly or probabilistically lead
towards loss of funds, control, or impairment of the contract and its
functions. Issues under this classi cation are recommended to be xed with
utmost urgency.

Medium

Bugs or issues that may be subject to exploit, though their impact is
somewhat limited. Issues under this classi cation are recommended to be
xed as soon as possible.

Low

E ects are minimal in isolation and do not pose a signi cant danger to the
project or its users. Issues under this classi cation are recommended to be
xed nonetheless.

Informational

Consistency, syntax or style best practices. Generally pose a negligible level
of risk, if any.

fi

fi

y

fi

fi

fi

Paladin Blockchain Security
g

fi

Page 5 of 27
ff

fi

fi

1.3

1.3.1
ID

MasterChef

Severity Summary

Status

01

HIGH

Deposits do not support fee-on-transfer tokens

02

HIGH

emergencyWithdraw is unsafe against reentrancy attacks which

RESOLVED

could cause a complete theft of any pool that contains a reentrancy
token and all rewards in the Supply contract

RESOLVED

03

LOW

04

LOW

updateTokenPerBlock has no maximum safeguard

05

INFO

Contract contains unused functionality

RESOLVED

06

INFO

Typographical errors

RESOLVED

07

INFO

token, bonusEndBlock and startBlock can be made immutable

RESOLVED

08

INFO

Lack of validation

RESOLVED

09

INFO

Lack of events for setSupplyContract, updateTokenPerBlock,
add and set

RESOLVED

10

INFO

updateTokenPerBlock will a ect rewards retroactively

RESOLVED

11

INFO

Duplicated pools may be added to the MasterChef

RESOLVED

12

INFO

Pool uses the contract balance to gure out the total deposits

13

INFO

14

INFO

15

INFO

The bonusEndBlock logic is useless as BONUS_MULTIPLIER is set to
a constant 1

RESOLVED

PARTIAL

ACKNOWLEDGED

The pendingReward and updatePool functions will revert if
totalAllocPoint is zero

RESOLVED

Rounding vulnerability to tokens with a very large supply can cause
large supply tokens to receive zero emissions

RESOLVED

add, set, deposit and withdraw can be made external

RESOLVED

fi
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1.3.2
ID

Suppl

Severity Summary

Status

16

LOW

17

INFO

18

INFO

token can be made immutable

RESOLVED

19

INFO

Typographical errors

RESOLVED

20

INFO

addAdmins can be made external

RESOLVED

21

INFO

Lack of events for addAdmins, removeAdmins and

Lack of safeTransfer usage

RESOLVED

Governance privilege: Any admin can withdraw the whole balance
stored within the contract

safeTokenTransfer

ACKNOWLEDGED

RESOLVED

22

INFO

Gas optimization: _admins can be provided as calldata

RESOLVED

23

INFO

Gas optimization: Loop limits can be cached

RESOLVED

1.3.3
ID
24

X, Y, Z

Severity Summary
decimals can be made external

INFO

ACKNOWLEDGED
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Status

2

Findin s

2.1

MasterChef

The MasterChef is a contract forked from the PancakeSwap Masterchef. One of the
key improvements that MisFit Staking has incorporated is to x the Syrup bug.

2.1.1

Privile ed Functions

The following functions can be called by the owner of the contract:
•

setSupplyContract

•

updateTokenPerBlock

•

add

•

set

•

transferOwnership

•

renounceOwnership

Paladin Blockchain Security
fi

g
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g
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2.1.2

Issues & Recommendations

Issue #01
Severity

Deposits do not support fee-on-transfer tokens
HIGH SEVERITY

Description

Within the deposit function, there is no logic that supports fee-ontransfer tokens. Therefore during a deposit, the MasterChef will
receive less tokens than the user will get credited. This can be an
exploit vector where a malicious user can drain the whole pool,
which results in absurd reward minting.

Recommendation

Consider adding logic for fee-on-transfer tokens:
uint256 balanceBefore =
pool.lpToken.balanceOf(address(this));
pool.lpToken.safeTransferFrom(msg.sender, address(this),
_amount);
_amount =
pool.lpToken.balanceOf(address(this)).sub(balanceBefore);

Resolution

RESOLVED

The client has added before-after logic similar to the
recommendation.
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Issue #02

emergencyWithdraw is unsafe against reentrancy attacks which

could cause a complete theft of any pool that contains a reentrancy
token and all rewards in the Supply contract
Severity
Location

HIGH SEVERITY

Line 258-265
function emergencyWithdraw(uint256 _pid) public {
PoolInfo storage pool = poolInfo[_pid];
UserInfo storage user = userInfo[_pid][msg.sender];
pool.lpToken.safeTransfer(address(msg.sender),
user.amount);
emit EmergencyWithdraw(msg.sender, _pid, user.amount);
user.amount = 0;
user.rewardDebt = 0;
}

Description

The emergencyWithdraw function is presently not written in checkse ects-interactions. This means that the interaction, which is the
token transfer, is called before the e ect, which is setting the
user.amount to zero. If somehow the user were to be able to call
emergencyWithdraw once more at the time the token is transferred,
the old user.amount would still be present and the user would be
able to withdraw tokens twice. This is called a reentrancy attack
and would lead to the complete exploitation of any pool containing
a token with a reentrancy vector and the native token.
It should be noted that such tokens are quite uncommon, but most
de nitely exist.

Recommendation

Resolution

Consider writing emergencyWithdraw to adhere to checks-e ectsinteractions. All functions (deposit, withdraw, emergencyWithdraw)
should furthermore have a nonReentrant modi er, especially the
deposit and withdraw functions as it’s more di cult to rewrite them
into checks-e ects-interactions.
RESOLVED

The function now adheres to checks-e ects-interactions and
nonReentrant modi ers have been added to all functions.

ff

fi

ffi

ff

ff
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Issue #03
Severity

The bonusEndBlock logic is useless as BONUS_MULTIPLIER is set to
a constant 1
LOW SEVERITY

Description

The contract contains logic for a bonus emissions period. However,
the contract presently hardcodes this bonus as 0 percent (by setting
the BONUS_MULTIPLIER to 1).

Recommendation

Consider removing all bonusEndBlock and BONUS_MULTIPLIER logic
and reverting to the traditional SushiSwap/PancakeSwap
calculations.

Resolution

RESOLVED

The bonus end block logic has been removed completely.
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updateTokenPerBlock has no maximum safeguard

Issue #04
Severity

LOW SEVERITY

Line 102

Location

function updateTokenPerBlock(uint _amount) external
onlyOwner {

Description

The function to update rewards currently has no safeguard on its
maximum value. Projects sometimes accidentally update their
emission rate to a severely high number either by accident or with
malicious intent. By having a maximum cap, the code itself enforces
the reward rate to always be within a reasonable range, preventing
mistakes which cannot be reverted once they are made. This might
furthermore boost investor con dence as they know that the
governance cannot suddenly set the emission rate to a very high
value.

Recommendation

Consider adding a MAX_EMISSION_RATE variable and setting it to a
reasonable value.
uint256 constant public MAX_EMISSION_RATE = 10 ether;
require(tokenPerBlock <= MAX_EMISSION_RATE, ”Too high”);

Resolution

PARTIALLY RESOLVED

A maximum of up to 1000 tokens per block has been added.
However, the client has also added functionality to increase the
maximum to any value. This prevents them from accidentally setting
the rate too high but malicious abuse is still possible.

MasterChef
fi
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Issue #05
Severity
Location

Contract contains unused functionality
INFORMATIONAL

Line 7
import "@openzeppelin/contracts/utils/EnumerableSet.sol";

Description

The contract contains a section of code which is not used. This can
be confusing to third-party code reviewers and can make the code
less accessible. The above section of code can therefore be
removed.

Recommendation

Consider removing the line of code in an e ort to keep the contract
as simple as possible.

Resolution

RESOLVED

MasterChef
ff
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Issue #06
Severity
Description

Typographical errors
INFORMATIONAL

The contract contains typographical errors on the following lines of
code.

Line 12
// MasterChef is the master of Token. He can make TOken and
he is a fair guy.

This should say token, not TOken.

Line 60
// Total allocation poitns. Must be the sum of all
allocation points in all pools.

This comment should say points, not poitns.

Line 99
SupplyContract = Supply(_SupplyContract);

_SupplyContract can be provided as the Supply type to avoid this

explicit cast. The variable should also be called _supplyContract
as is common practice.

Line 186
// Update reward vairables for all pools. Be careful of gas
spending!

This comment should state variables, not vairables.

Line 231
address(msg.sender),

Casting msg.sender to address is unnecessary as it is already an
address. This is done on many locations throughout the codebase
Recommendation
Resolution

fi
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Consider xing the typographical errors.
RESOLVED
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Issue #07
Severity

token, bonusEndBlock and startBlock can be made immutable
INFORMATIONAL

Description

Variables that are only set in the constructor but never modi ed can
be indicated as such with the immutable keyword. This is
considered best practice since it makes the code more accessible
for third-party reviewers and saves gas.

Recommendation

Consider making the above variables explicitly immutable.

Resolution

RESOLVED

token and startBlock have been made immutable while
bonusEndBlock has been removed completely.

Issue #08
Severity
Location

Lack of validation
INFORMATIONAL

Line 81
startBlock = _startBlock;

Description

The contract contains a section of code which lacks proper
validation. This could cause errors in case unexpected inputs are
provided.
The startBlock should be validated to be in the future.

Recommendation

Consider using the following requirement.
require(_startBlock > block.number, "startBlock in past");
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Lack of events for setSupplyContract, updateTokenPerBlock,
add and set

Issue #09
Severity

INFORMATIONAL

Description

Functions that a ect the status of sensitive variables should emit
events as noti cations.

Recommendation

Consider adding events for the above functions.

Resolution

RESOLVED

updateTokenPerBlock will a ect rewards retroactively

Issue #10
Severity

INFORMATIONAL

Description

The updateTokenPerBlock presently does not do an update of all
pools before the new rate is set. This causes the new rate to apply
retroactively and a ect previously accumulated rewards.

Recommendation

Consider calling massUpdatePools() before the update is executed:
if (_withUpdate) {
massUpdatePools();
}

Resolution

RESOLVED

A massUpdatePools check has been added.

MasterChef
ff

ff

ff

fi
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Issue #11

Duplicated pools may be added to the MasterChef

Severity

INFORMATIONAL

Description

The add function allows for duplicate pools to be added, which
would lead to dilution of emission rewards to stakers.

Recommendation

The addition of a modi er that checks for duplicate pools could
help prevent this incident from occurring.
mapping(IBEP20 => bool) public poolExistence;
modifier nonDuplicated(IBEP20 _lpToken) {
require(poolExistence[_lpToken] == false,
"nonDuplicated: duplicate pool");
_;
}

Note that within the add function, poolExistence[_lpToken] needs
to be set to true to indicate that the pool exists.
Alternatively, you could account for this by adding in an lpSupply
variable under poolInfo. This has the bene t of accounting for
accurately accounting for deposits in the Masterchef.
Resolution

RESOLVED

A non-duplicated modi er has been added.

Issue #12

Pool uses the contract balance to gure out the total deposits

Severity

INFORMATIONAL

Description

As with pretty much all Masterchefs and staking contracts, the total
number of tokens in the contract is used to determine the total
number of deposits. This can cause dilution of rewards when people
accidentally send tokens to the Masterchef.

Recommendation

Consider adding an lpSupply variable to the PoolInfo that keeps
track of the total deposits.

Resolution

ACKNOWLEDGED

fi

fi

fi

MasterChef
fi
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The pendingReward and updatePool functions will revert if
totalAllocPoint is zero

Issue #13
Severity

INFORMATIONAL

Description

At some point in the pendingReward and updatePool functions, a
division is made by the totalAllocPoint variable. If all pools have
their rewards set to zero, this variable will be zero as well. The
requests will then revert with a division by zero error.

Recommendation

For pendingReward, consider only calculating the accumulated
rewards since the lastRewardTimestamp if the totalAllocPoint
variable is greater than zero. This check can simply be added to the
existing check that veri es the block.number and lpSupply, like so:
if (block.number > pool.lastRewardBlock && lpSupply != 0 &&
totalAllocPoint > 0) {

Resolution

RESOLVED

The recommended section of code has been added to
pendingReward. Within updatePool, a totalAllocPoint check is
made that avoids division in case the value is zero. Both locations
are therefore safeguarded.

MasterChef
fi
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Issue #14
Severity
Description

Rounding vulnerability to tokens with a very large supply can cause
large supply tokens to receive zero emissions
INFORMATIONAL

Within updatePool, deposit, withdraw and the pendingReward
function, accTokenPerShare is based upon the lpSupply variable.
accTokenPerShare =
accTokenPerShare.add(tokenReward.mul(1e12).div(lpSupply))

However, if this lpSupply becomes a severely large value, there
would be precision errors due to rounding. This is famously seen
when pools decide to add meme-tokens which usually have huge
supplies and no decimals.
Recommendation

Consider increasing precision to 1e18 across the entire contract. It
should be noted that even a precision of 1e18 has been considered
small when tokens like PolyDoge were added to Masterchefs of our
client. In case the client thinks it is realistic that such tokens will be
added, we recommend testing which precision variable is most
appropriate to support them without potentially reverting due to
over ows.

Resolution

RESOLVED

The client has moved to 1e18 precision throughout the contract.

Issue #15
Severity

INFORMATIONAL

Description

Functions that are not used within the contract but only externally
can be marked as such with the external keyword. Apart from
being a best practice when the function is not used within the
contract, this can lead to a lower gas usage in certain cases.

Recommendation

Consider marking the above variables as external.

Resolution

Page 19 of 27
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add, set, deposit and withdraw can be made external

RESOLVED

MasterChef
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2.2

Suppl

The Supply contract is a storage contract for the emission token. The governance
needs to send the emission token to this contract and then the staking contract,
which will be admins of this contract, can call safeTokenTransfer periodically to
withdraw part of these tokens to a user as mining rewards.
It should be noted that any admin can call safeTokenTransfer which means that
only one malicious admin can take out the whole emission token supply stored in
this contract. We therefore highly recommend the client to be extremely careful to
whom they give admin privileges.

2.2.1

Privile ed Functions

The following functions can be called by the owner of the contract:
•

addAdmins

•

removeAdmins

•

safeTokenTransfer

•

transferOwnership

•

renounceOwnership

y

Supply
g
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2.2.2

Issues & Recommendations

Issue #16
Severity
Location

Lack of safeTransfer usage
LOW SEVERITY

Line 35
token.transfer(_to, tokenBal);
Line 37
token.transfer(_to, _amount);

Description

The contract contains multiple token transfers which are not
checked to have succeeded. In case the token returns false or does
not have a return value, this can cause severe malfunction of the
contract.

Recommendation

Consider using safeTransfer from the SafeERC20 library.

Resolution

Issue #17
Severity

RESOLVED

Governance privilege: Any admin can withdraw the whole balance
stored within the contract
INFORMATIONAL

Description

The Supply contract is supposed to store a large portion of the
emission tokens. However, at any point in time, the owner of the
contract can elect new admins which are able to withdraw this
whole supply. In case this supply has signi cant value, this might
pose a governance risk to holders of these tokens.

Recommendation

Consider carefully locking the admin privilege down to a multisig
and/or timelock. Consider furthermore only granting admin rights
to contracts and not wallets. Finally consider adding an
EnumerableSet instead of a mapping for the list of admins. By
adding view functions, users can then easily inspect who all the
admins are.

Resolution

ACKNOWLEDGED

Supply
fi
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Issue #18
Severity

token can be made immutable
INFORMATIONAL

Description

Variables that are only set in the constructor but never modi ed can
be indicated as such with the immutable keyword. This is
considered best practice since it makes the code more accessible
for third-party reviewers and saves gas.

Recommendation

Consider making the variable explicitly immutable.

Resolution

Issue #19
Severity
Description

RESOLVED

Typographical errors
INFORMATIONAL

The contract contains a number of typographic mistakes which
we’ve enumerated below in a single issue in an e ort to keep the
report size reasonable.

Line 12
require (admins[msg.sender] == true, "Only admin can call
this function");

== true is redundant here, simply
require(admins[msg.sender],...) su ces.

Line 16
constructor(address _token) public {

_token can be provided as type IERC20 to avoid casting it explicitly.

Resolution

Consider xing the typographical errors.
RESOLVED

ff

Supply
ffi

fi
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Recommendation

Issue #20
Severity

addAdmins can be made external
INFORMATIONAL

Description

Functions that are not used within the contract but only externally
can be marked as such with the external keyword. Apart from being
a best practice when the function is not used within the contract,
this can lead to a lower gas usage in certain cases.

Recommendation

Consider marking the function as external.

Resolution

Issue #21
Severity

RESOLVED

Lack of events for addAdmins, removeAdmins and
safeTokenTransfer
INFORMATIONAL

Description

Functions that a ect the status of sensitive variables should emit
events as noti cations.

Recommendation

Add events for the above functions.
Note that the client is not strictly required to add an event for
safeTokenTransfer as we understand that they might consider the
Transfer event su cient.

Resolution

ffi

ff

fi
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RESOLVED

Supply
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Issue #22
Severity
Location

Gas optimization: _admins can be provided as calldata
INFORMATIONAL

Line 20
function addAdmins(address[] memory _admins) public
onlyOwner{

Description

The _admins parameter can be set as calldata to reduce the gas
usage of this function.

Recommendation

Consider using calldata instead of memory.

Resolution

Issue #23
Severity
Location

RESOLVED

Gas optimization: Loop limits can be cached
INFORMATIONAL

Line 21
for (uint i = 0; i < _admins.length; i++) {
Line 27
for (uint i = 0; i < _admins.length; i++) {

Description

The _admins.length value can be cached in a memory variable to
signi cantly reduce the gas costs of these iterations. Due to the
design of the solidity compiler, presently the length will be fetched
from storage one each iteration which causes a gas consumption of
200 * length. By caching this variable the gas consumption is
reduced to 3 * length.

Recommendation

Consider caching _admins.length:
uint256 adminsLength = _admins.length;
for (uint i = 0; i < adminsLength; i++) {

Resolution

fi
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RESOLVED

Supply
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2.3

X, Y, Z

The X, Y and Z contracts are three trivial ERC-20 tokens which mint their whole
supply to the deployer. They are presumably used for testing purposes.
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2.3.1

Issues & Recommendations

Issue #24
Severity

decimals can be made external
INFORMATIONAL

Description

Functions that are not used within the contract but only externally
can be marked as such with the external keyword. Apart from being
a best practice when the function is not used within the contract,
this can lead to a lower gas usage in certain cases.

Recommendation

Consider marking the function as external.

Resolution
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